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Introduction

Welcome

Therelease of Microsoft Windows 2000 Server, and the directory service at
its core, Active Directory, is having a tremendous impact on enterprise
networks. As Windows 2000 with Active Directory penetrates the
enterprise, it is increasingly important to ensure that the directory is healthy
and trouble-free. Becausethe directory isthe heart of a network, directory
problems can result in unplanned service disruptions and business-crippling
network downtime. For this reason, it is vital to assure optimal directory
availability and performance.

NetPro’s DirectoryAnalyzer is the first solution that proactively monitors and
troubleshoots the infrastructure of Active Directory, including such vital
components and background processes as replication, Active Directory-
related DNS functions, operations masters, domain controllers, global
catalogs, domains and sites. This paper provides a brief overview of the
Active Directory infrastructure and detailed explanations of the capabilities
and architectural elements of DirectoryAnalyzer.
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What is Active Directory?

Overview

Note: This section has been taken directly from Microsoft's white paper,
“Microsoft Windows Active Directory: An Introduction to the Next
Generation Directory Services.”

Active Directory is a directory service that is completely integrated with
Windows 2000 Server and offers the hierarchical view, extensibility,
scalability, and distributed security required by all business customers. For
the first time, network administrators, developers, and users gain access to a
directory service that:

* Is seamlessly integrated with both Internet and Intranet
environments.

» Provides simple, intuitive naming for the objects it contains.
» Scales from a small business to the largest enterprise.

* Provides simple, powerful, open application programming
interfaces.

Active Directory is a critical part of the distributed system. It allows
administrators and users to use the directory service as a source of
information, as well as an administrative service.
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A Unified Directory

Active Directory integrates the Internet concept of a name space with the

operating system’s directory services, thus allowing enterprises to unify and
manage the multiple name spaces that now exist in the heterogeneous
software and hardware environments of corporate networks. It uses the
lightweight directory access protocol (LDAP) as its core protocol and can
work across operating system boundaries, integrating multiple name spaces.
It can subsume and manage application-specific directories, as well as other
NOS-based directories, to provide a general-purpose directory that can
reduce the administrative burden and costs associated with maintaining
multiple name spaces.

Active Directory is not an X.500 directory. Instead, it uses LDAP as the
access protocol and supports the X.500 information model without requiring
systems to host the entire X.500 overhead. The result is the high level of
interoperability required for administering real-world, heterogeneous
networks.

A Single Point of Administration

Active Directory allows a single point of administration for all published
resources, which can include files, peripheral devices, host connections,
databases, Web access, users, other arbitrary objects, services, and so forth. It
uses the Internet Directory Name Space (DNS) as its locator service,
organizes objects in domains into a hierarchy of organizational units (OUSs),
and allows multiple domains to be connected into a tree structure.
Administration is further simplified because there is no notion of a primary
domain controller (PDC) or backup domain controller (BDC). Active
Directory uses domain controllers (DCs) only, and all DCs are peers. An
administrator can make changes to any DC, and the updates will be
replicated on all other DCs.
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Scalability

The Microsoft Exchange 4.0 directory structure and storage engine provide
the foundation for Active Directory. The Microsoft Exchange storage engine
provides multipleindexes for fast retrieval and an efficient mechanism for
storing sparse objects. That is, objects that support many different properties
but do not always have values for all of them. From this foundation,
Microsoft has developed general-purpose directory services that scale from a
small installation with a few hundred to a few thousand objects, to a very
largeinstallation with millions of objects.

Active Directory supports multiple stores and can hold more than 1 million
objects per store, thus offering unparalleed scalability while maintaining a
simple hierarchical structure and ease of administration. WWhen combined
with the Microsoft Distributed File System, Active Directory will bring
networks even closer to the goal of a single global name space.

Operating System Integration

Active Directory is seamlessly integrated with Windows 2000 Server, which

is the only operating system that offers traditional file and print, applications,
communications, and Internet/intranet support built into the base product.
Windows 2000 Server is the best file and print server for all of a business’
information and resource sharing needs, outperforming all other operating
systems available today. It is also the best applications server available,
offering the best scalability/price ratio in the industry. Additionally,
Windows 2000 Server is an excellent communications platform, offering
such features as Remote Access Services, TAPI, and PPTP.
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Summary of Features and Benefits

Active Directory includes the following features and benefits:

Support for open standards to facilitate cross-platform directory
services, including support for the Domain Name System (DNS)
and support for standard protocols, such as LDAP.

Support for standard name formats to ensure ease of migration
and ease of use.

A rich set of APIs, which are easy to use for both the scripter and
C/C++ programmer.

Simple, intuitive administration through a simple hierarchical
domain structure and the use of drag-and-drop administration.

Directory object extensibility via an extensible schema.
Fast lookup via the global catalog.
Speedy, convenient updates through multi-master replication.

Backward compatibility with previous versions of the
Windows NT operating system.

Interoperability with NetWare environments.

DirectoryAnalyzer White Paper
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What Components Comprise
Active Directory’s Infrastructure?

Overview

Active Directory is made up of many infrastructure components and
processes, including replication, operations masters, DNS, domain
controllers, global catalogs, domains, sites, etc. All of these components are
important to the operation of Active Directory. Following is a brief overview
of each of the important aspects of the Active Directory infrastructure and
their impact on directory performance and reliability.

Replication

Replication is the process whereby changes that are made to objects and
attributes on one domain controller are copied to other domain controllers.
Replication provides the mechanism whereby a directory database can be
distributed across many servers, allowing for fault tolerance and load
balancing on these servers, called domain controllers. In Active Directory,
each domain controller regularly analyzes its placement in the Active
Directory deployment and determines the optimal replication topology
through a process called the Knowledge Consistency Checker (KCC).
Creation of a proper and consistent replication topology is critical to making
surethat updates to Active Directory objects and attributes are copied to
other domain controllers.

Operations Masters

Active Directory performs multi-master replication, as opposed to the
master-slave replication processes that occurred in NT 3.51/4. However,
certain infrastructure changes are not suited for a multi-master environment.
Therefore, for a particular single-master function, only one domain

controller, the ‘operations master’, manages that infrastructure operation.
Active Directory contains five operations masters, two for the entire
enterprise and three for each domain in the enterprise.

Enterprise Operations Masters

Schema Master — The Schema Master is a single domain controller that is
responsible for schema management for the entire forest, including schema
extensions and modifications. If any schema management needs to occur,
this domain controller is responsible for performing the action and then
propagating changes to other domain controllers. There can be only one
Schema Master in the entire forest.

DirectoryAnalyzer White Paper
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Domain Naming M aster — The Domain Naming Master is a single domain
controller that is responsible for adding and removing domains in the forest.
Whenever a new domain is created or a domain is deleted, this domain
controller is responsible for verifying that it is okay to perform this operation.
There can be only one Domain Naming Master in the entire forest.

Domain Operations Masters

RID Master — The RID Master allocates blocks of RIDs* to other domain
controllers in it's domain. There can only be one RID Master per domain.
*Whenever a domain controller creates a user, group, or computer object, it assigns the

object a unique security ID. The security ID consists of a domain security ID (that is the same

for all security IDs created in the domain), and a relative ID that is unique for each security ID
created in the domain.

PDC Emulator — The PDC emulator acts as the primary domain controller

for downlevel (NT 4 and prior) BDCs, as well as for computers operating
without Windows 2000 client software running on them. The PDC emulator
is responsible for processing password changes from these clients and
replicating updates to BDCs. Even when there are no more downlevel clients
or BDCs and Active Directory is operating in native mode, the PDC emulator
still preferentially receives password updates, and certain operations like
Group Policy editing key on the PDC emulator. There can be only one PDC
emulator per domain.

Infrastructure Master — The Infrastructure Master is responsible for
updating group-to-user references whenever members of groups are changed
or renamed. There can be only one Infrastructure Master per domain.

DNS

Active Directory uses the Domain Naming System, the Internet standard for
name resolution, as its location service. In order for Active Directory to
function correctly, a number of Active Directory-related DNS records must
exist in the appropriate DNS zone files. The majority of these records are of
the type SRV (Service Location) and identify which domain controllers
provide the various services within Active Directory. Windows 2000 clients
and other Active Directory-enabled applications query these SRV records to
find the IP addresses of various Active Directory services being hosted on
different domain controllers (global catalog service, LDAP service, Kerberos
service, etc.).

Domain Controllers

Domain Controllers are the Windows 2000 servers that have been configured
to provide Active Directory services to network users and computers.

Domain Controllers manage and store domain-wide information. They also
manage user-to-domain interactions, including user logon, authentication to
the directory and searches through the directory. Since Domain Controllers
store the domain information, they also oversee the replication to other
domain controllers.

DirectoryAnalyzer White Paper
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Global Catalogs

Glabal Catalogs are specialized Domain Controllers that contain a partial
copy of every object intheforest. The global catalog performs two key roles
in Active Directory: logon and querying. First, a Global Catalog must be
availablefor every directory logon by aclient. Otherwise, the user will not
be ableto log on. Second, global catalogs streamline forest-wide searches of
often-used data (such as email addresses), €liminating the need to perform
separate searches at each domain individually.

Domains

Domains (also known as naming contexts or NCs) are the formal security
and replication boundariesin Active Directory. They exist asadomain
database on each Domain Controller that participates in that particular
domain. They store all of the important information for that domain,
including users, computers, printers, applications, eic. Domains are used to
accomplish a number of management goals, including security management,
replication control, etc. In addition to hosting a domain NC, every Domain
Controller also hosts two other NCs, the Configuration NC and the Schema
NC. The Configuration NC hosts information about the structure of the
forest, such as the domain structure and hierarchy and the replication
topology. The Schema NC hosts information about the definition of every
object and attribute that can exist in Active Directory and their relationships.

Sites

Sitesin Active Directory allow the physical network to be mapped to Active
Directory, as defined by |P subnet information. Active Directory sites exist
for two reasons:

1) Toservicedirectory clients.
2) Tocontrol the replication process.

When a client requests a service from a domain controller, it directs the
request to a domain controller in the same site, if thereis one available.
Without sites to guide directory client requests, it is possible that a user could
try to access resources from a domain controller that is across the WAN
rather than one that exists on the local network segment. In order to manage
network traffic across WAN links, sites control the replication process both
within sites and between sites.
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Why Monitor the Active Directory
Infrastructure?

Overview

Active Directory is therepository for information regarding all types and
levels of Windows 2000 network information. Active Directory stores
information on everything from server information (file shares, printers, ec.),
to network devices (hubs, routers, switches, firewalls, etc.) and applications.

Each of Active Directory’s infrastructure components plays an important role
in fulfilling the goals of the directory. As the Active Directory environment
grows larger and more distributed, it becomes more difficult to keep track of
all the various components as a means for ensuring that they are functioning
properly. For example, if any one of the components is not functioning as it
should, there is high risk that other components could be impacted. This
could cause problems for parts, or all, of the Active Directory environment.

In order to ensure the directory’s health and performance, it is critical to
proactively monitor its core infrastructure components and background
processes.

Following is an example of a simple Active Directory deployment and the
number of components that need to be monitored.

Sample Active Directory enterprise:
+ 3 domains
» 10 sites across a wide geographic area

* 3 domain controllers (DCs) per site (1 GC, 1 DC/DNS and 1
DC)

Results

e 20 domain controllers

10 global catalogs
* 10 DNS servers
* 10 sites

* 11 operations masters (2 enterprise and 3 for each of 3
domains)

In this sample environment alone there are more than 60 different
components and processes to monitor. And, it's important to note that this
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does not include the replication that occurs between all of the domain
controllers and zone transfers between DNS servers (Exception: If they are
Active Directory-integrated DNS zones, the DNS zones would replicate via
standard Active Directory replication methods). Monitoring all of these
elements manually is a time-consuming task. DirectoryAnalyzer eliminates
the need to perform these tasks by automating the monitoring process,
allowing administrators to focus on more strategic directory initiatives.
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DirectoryAnalyzer Features

What is DirectoryAnalyzer?

DirectoryAnalyzer monitors the infrastructure of Active Directory, including
replication, DNS, operations masters, domain controllers, global catalogs,
domains, and sites for key conditions that are vital to the health of Active
Directory. DirectoryAnalyzer continuously analyzes all aspects of the Active
Directory infrastructure and alerts on theissues that it detects. Once a
problem has been detected, DirectoryAnalyzer provides multiple notification
mechanisms to indicate that an alert has occurred, and it helps resolve
directory issues through an online knowledge base. Additionally,
DirectoryAnalyzer provides directory troubleshooting capabilities, aswell as
the ability to browse the entire Active Directory infrastructure and associated
information from a central location, including keeping records of each alert
for compiling reports of Active Directory health over time. A thorough
review of key DirectoryAnalyzer features follows.

Proactive Monitoring

DirectoryAnalyzer is a constant watchdog for your Active Directory

installation. It monitors all of Active Directory’s critical infrastructure
components on an ongoing basis to ensure that the directory is functioning
properly. These components include replication, Active Directory-related
DNS, operations masters, domain controllers, global catalogs, domains and
sites.

Replication

If changes to Active Directory are not being propagated to other domain
controllers in the domain, then sooner or later a user may not get the
resources they need or they may get access to resources that they shouldn’t
have. DirectoryAnalyzer ensures the health and performance of Active
Directory replication processes, including:

* Replication latency issues

* Replication topology problems
* Replication errors and failures
* Replication partner problems
* Replication cycle slowness

* Replication conflict concerns

DirectoryAnalyzer White Paper
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Active Directory-Related DNS

If something has gone wrong with DNS, then Active Directory can be
brought to a standstill, since Active Directory completely relies on DNS for
its location service. DirectoryAnalyzer provides important monitoring
capabilities for DNS as it relates to Active Directory, including:

* DNS server/service status

» Status of domain controller SRV records
* DNSresponsetime

* DNS zone conflict problems

Operations Masters

If the appropriate Operations Masters are not consistent and available when
certain infrastructure operations need to occur, quirky problems can occur
with Active Directory. DirectoryAnalyzer provides important monitoring
capabilities for Operations Masters, including:

» Operations Master consistency
* Operations Master availability
* Operations Master placement

Domain Controllers

If domain controllers are not functioning properly, it is virtually guaranteed
that Active Directory will experience problems. Thus, it is critical to track
the performance and availability of domain controllers. DirectoryAnalyzer
provides around-the-clock monitoring of the critical aspects of each domain
controller in the Active Directory infrastructure, including:

» CPU loads
 LDAPloads

* LDAP responserates
e Trust relationships

» GPO inconsistencies

Global Catalogs

If aglobal catalog is not available when a user triesto log on, the user will
not beabletolog on. Thiscritical piece of Active Directory can cause major
headaches for administrators. DirectoryAnalyzer automates important
monitoring capabilities for global catalogs, including:

» Global Catalog responsetime
* Global Catalog load
» Global Catalog replication latency concerns

DirectoryAnalyzer White Paper
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Domains

DirectoryAnalyzer monitors all of the important attributes of each domain
within Active Directory, including:

Sites

Domain replication latency

Domain replication topology

Consistency of DNS records with Active Directory domains
Status of each DC in the domain

Because sites determine client access and define the replication topology for
Active Directory, it isimportant that sites function properly at all times.
DirectoryAnalyzer monitors such important site attributes as:

Inter-site and intra-site replication topology generation
Glabal catalog status

Number of global catalogsin the site

Status of each DC within the site

Status of each DNS server within the site

DirectoryAnalyzer White Paper
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Alerting & Notification

Continuous monitoring of Active Directory’s key infrastructure components
is just one piece of DirectoryAnalyzer. Alerting and notification is another
fundamental piece. DirectoryAnalyzer’s alerting feature ensures that
administrators receive immediate notification of the problems detected
during the continuous monitoring process. DirectoryAnalyzer provides two
levels of alerting:

* Warning Alert - Indicates that a designated warning threshold
has been violated and the problem may lead to an error condition
if not addressed promptly.

» Critical Alert — Indicates that a designated error condition has
occurred.

In addition to two levels of alerting, DirectoryAnalyzer provides
customizable “set duration” and “clear duration” parameters. So, not only
does an alert threshold have to be crossed to constitute an alert condition, but
also a specified amount of time must pass before an alert condition is
considered a true alert. Conversely, a predetermined amount of time must
pass before an alert can clear. Each and every Active Directory
implementation is unique, so it's critical that these parameters be
customizable for each individual environment. The combination of multiple
alert levels and set and clear duration parameters enables significant
customization of the Active Directory-monitoring environment. Once a
warning or critical alert has occurred, DirectoryAnalyzer notifies
administrators through a number of methods:

» DirectoryAnalyzer Client — The DirectoryAnalyzer Client
provides on-screen alerts when a monitored attribute has
exceeded either a warning or critical threshold and its
accompanying set duration. The DirectoryAnalyzer client “View
Status” function displays the current alerts, which can be sorted
by severity, time and type of occurrence.
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Figure 1 - DirectoryAnalyzer Current Alerts screen displays all alert conditions that existin a
forest and provides access to a compr ehensive knowl edge base

* SNMP - DirectoryAnalyzer integrates with the Windows 2000
SNMP service to provide SNMP notification of problems to a
number of enterprise management consoles.

* Event Log — DirectoryAnalyzer integrates with the Enterprise
Agent’s NT Event Log to record the various alerts that
DirectoryAnalyzer detects.
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Knowledge Base

Identifying problems and providing notification that the problem has
occurred are important benefits. DirectoryAnalyzer does exactly that. But

that’s only the first step. Once a problem has been uncovered, it must be
solved. DirectoryAnalyzer helps to solve Active Directory infrastructure
problems through its comprehensive knowledge base. When an alert occurs
or when troubleshooting turns up a problem, the administrator accesses the
knowledge base in DirectoryAnalyzer for answers. It explains what the
problem is, it provides likely explanations of the problem’s cause, and it

recommends steps for repairing the problem.

& DirectoryAnalyzer

Fle Edt Bookmark Options Hel

=18l x|

Help Topics

Back | P |«

[ » 1

10 Cortents | @, jnces| @ Search|

4

@ What Is Directoryanalyzer

@ viewing Alert Status

@ Browsing the Directory

@ Troubleshacting Active Divectory
@ Configuring Alerts and Statistics
@ plert History and Reporting

@ How to Get Addtional Help
() Alert Messages (Knowledgs Base)

7@ Domain Controller Alerts

o @ site Alerts
1 @ Licensing Alerts

DirectoryAnalyzer Alerts

({3 Naming Context Alerts
Maming Context: Domain Nar|
[] Maming Context: Domain Nare|
[=] Maming Context: Domain Nam|
[] Maming Context: Domain Nam|
-+ ] Maming Context: Infrastructu
-« ] Maming Context: Infrastructu
-+ ] Maming Context: Infrastructu
[£] Maming Context: PDC Operat
[£] Maming Cortext: POC Operati
[] Maming Cortext: replication
aming Context! Replication
[5] Maming Cortext: Replication
] Maming Context: RID Operati
- [£] Maming Context: RID Operati
-+ ] Naming Context: Schema Cpe]
-+ ] Naming Context: Schema Cpe]
[£] Replica: Confiict Encountered
[£] Replica: Consacutive Replicati
[£] Replica: GC Replication Laten
[] Replica: Objects Exist in the L
[5] Replica: Replication Duration

T

| 3

Haming Context: Replication Topology Hot Transitively Closed

This sllert is generated When the Server’s copy of the replication topolagy for efther the Default Naming Cantest or the Enterprise Contiguration Naiming
Qantex s not transitively closed. ot all changes to the unclosed NG il prapagste to =l domsin cantralers holding repicas of the naming cortext
Description
The DirectaryAnalyzer DC Agert periodically inspects the replication topelogy for bath the Configurstion Naming Contexd and its Default Naming Context
The DC Agert buids a matrix represerting he repication paths between all domain contrallers hosting copies of each naming context. If there are paths

in the replication topology that would preclude some uptates reaching = domain controller, the replication topology is not closed, and Directory Analyzer
will issue this alert

Generally the Active Directory Knowledge Consistency Checker (KCC) wil automatically generate an appropriste repication topalogy. An administrator
can override this behavior by turning the KCG off and setting the replication entries manually. it is possible that the administrator has misconfigured the
replication topolagy in such & way that the tapology is no langer clozed.

1t is also possible that dus to some fallure in the KGG, ftis not generating a ciosed topolagly.

Resolution
Make: sure the KCC is turmed on &t all domain controliers thet host copies of the NC and that each site has defined an inter-site topology generator
Also, use the Active Directory Sites and Services MCC Snap-in to:
»  Force replication hetween the problem domain cortraller and a domain cortraller with & correct and up-to-dlate replication topalogy.
»  Review connections between servers and add connections to ensure that all domains are transtively closed,

= Evaluste the enterprises Inter-site Transports and make sure that al sites have links to each other.
Microsoft Knowledge Base Articles:

The Role of the Inter-Site Topology Generator in Active Directory Replcation
microsoft P

How to Gptimize stive Dirsctory Repication in & Large Netwark
3 microsoft P

Howw to Disalle the Knowlesse Consistency Checker From Automatically Cresting Replication Topolagy
microsoft ASP

Troubleshocting Event 1D 1311: knowledge Consistency Checker
microsoft ASP

How to Disable the Knowledge Cansistency Checier Inter-Site Topalogy Generation for All Stes
3 microsoft P

Figure 2 - DirectoryAnalyzer knowledge base entry
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Alert History Reporting

DirectoryAnalyzer’s ability to detect, notify and assist in the resolution of
Active Directory problems provides invaluable information to administrators.
At the same time, Active Directory administrators need a way to be able to
trend the occurrence of these directory problems over time. By providing an
alert history database and reporting capability, DirectoryAnalyzer can deliver
this alert trending capability so that administrators better understand where
the key problem points in the directory have been from a historical

standpoint. DirectoryAnalyzer’s alert history reporting capabilities allow
administrators to run reports on current alerts and/or past alerts, selectable by
domain, domain controller, site, etc. These reports can be printed or saved to
a number of file formats or delivered via MAPI client or to an Exchange
Folder.

Alerts =] x|
4 4 10f6 > Hon |G &S |[0x <]| Toaons 1002 204 of 204

Alert History from 12/1/99 5:13 am to 9720700 3:13pm 9/19/2000 3:13 pm
Severit Alert Name Subject Start Time End Time

Critical DC: LDAP Response Too Slow CORP-DC-06 12/1/99 S:13am  12/1/1999 5:18 am
Critical D&P Response Too Slow CORP-DC-06 12/1/99 S:18 am  7/19/2000 4:52 pm
Critical D&P Response Tao Slow CORP-DC-06 7/19/00 4:52pm  B/11/2000 8:25 pm
Critical D&P Response Tao Slow CORP-DC-06 8/11/00 8:25pm  8/11/2000 8:25 pm
Critical DC: LDAP Respanse Tao Slow CORP-DC-06 8/11/00 8:25pm  9/3/2000 10:00 am
Warning  NC: RID Operations Master Mot Responding CORPORATION 8/11/00 8:25 pm  9/3/2000 10:00 am
Warning  Replica: Consecutive Replication Failures Threshold Exceeds ENG/ENG-DC-01 8/23/00 3:50 pm

warning  Replica: Consecutive Replication Failures Threshold Exceede Configuration/ENG-DC-01  8/23/00 3:50 pm

warning  Replica: Consecutive Replication Failures Threshold Excesds Configuration/NORTHAM-D  8/23/00 3:50 pm

warning  Replica: Comsecutive Replication Failures Threshold Exceed: Corfiguration/CORP-DC-0S5  8/23/00 3151 pm -

Warning  Replica: Consecutive Replication Failures Threshald Exceed:s Configurationy CORP-DC-06  8/23/00 3:52 pm  8/23/2000 3:54 pm
Critical Replica: Consecutive Replication Fal_ x[|/23/00 353pm - nfa -

Critical Replica: Consecutive Replication Fai /23/00 3:53 pm

Critical Replica: Consecutive Replication Fai Fomat /23/00 3:53pm - nja -
Critical Replica: Consecutive Replication Fai W /23/00 3:53 pm 2000 6:50 pm
Wwarning  Replica: Consecutive Replication Fai = Cancel /23/00 3:54 pm -

Critical Replica: Consecutive Replication Fai  Destination, /23/00 357 pm

Critical Replica: Consecutive Replication Fai = /23/00 3:57 pm

Warning  Replica: Consecutive Replication Fai = /23/00 3:59 pm

Critical DC: Group Policy Ohject Inconsister, 23/00 4:02 pm

Critical  DC: Group Policy Object Inconsistent COMP-DC-03 8/23/00 4:02 pm

Critical DC: Group Policy Object Inconsistent MORTHAM-DC-06 8/23/00 402 pm

Critical DC: Unable to Verify Trust COMP-DC-03 8/23/00 4:03 pm

Critical roup Palicy Chject Inconsistent NCORTHAM-DC-04 8/23/00 4:03 pm

Critical DAP Load Threshold Exceeded HORTHAM-DC-03 8/23/00 4:03 pm

Critical : LDAP Response Too Slow HORTHAM-DC-03 8/23/00 4:03 pm

Critical + Replication Topalogy Mot Transitively Closed COMPANY 8/23/00 403 pm

Critical 1 Replication Latency Threshold Exceeded COMPANY 8/23/00 403 pm

Critical : Group Policy Object Inconsistent COMP-DC-D2 8/23/00 4:03 pm

Critical : Unable to Verify Trust COMP-DC-05 8/23/00 4:07 pm

Critical : Unable to Verify Trust COMP-DC-06 B8/23/00 4:07 pm

Critical : Unable to Verify Trust COMP-DC-04 8/23/00 4:08 pm

Critical + Unahble to verify Trust COMP-DC-02 8/23/00 4:08 pm

Critical nable to Verify Trust COMP-DC-01 8/23/00 4:09 pm -

Critical D ot Responding MORTHAM-DC-01 8/23/00 S:05pm 8/23/2000 5:06 pm
Warning  DC: Not Responding NORTHAM-DC-01 8/23/00 S:06 pm  9/1/2000 12:25 pm
Critical Replica: Consecutive Replication Failures Threshold Exceede Corfiguration/COMP-DC-03 8/23/00 6:50pm  — n/a —

Figure 3 - Alert history reporting interface
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Troubleshooting

In addition to proactive monitoring and alerting, DirectoryAnalyzer provides
avariety of interactive tools designed to help administrators quickly
determine what problems exist in the directory, without physically leaving
the DirectoryAnalyzer Client. These interactive tools include:

» DC Connectivity Tests — A sequence of tests to evaluate the
current state of connectivity between various Domain
Controllers in the forest.

* Domain Connectivity Tests — A sequence of tests to assess
the status of connectivity between Domain Controllers either in
the same or different domains in the forest.

» Site Connectivity Tests — A sequence of tests to analyze the
state of connectivity between Domain Controllers in various sites
throughout the world.

The details of each of these tests are discussed further in the
“DirectoryAnalyzer Client” section.

six
File View Go Alert Settings Enterprise Configuration Reports Troubleshoot Optiens Help
2| =3
Severly | Typs Subject Start Time Dessription - i
9 e = =
Dom. abled
Q Fepli g, e Sie Comectiuly | soyce: [F Amstedon/COMP DE 06 =l m -
[x] Repli  connectivity between the
Q Regl  Source DE andal of the | | Destinaion ] -
A Repi DCsin [?.fhifi;jﬁ: |:| fms‘;ardam Start Test |  Exceeded
| London
R e S e T s
! elec the Stat Tes! anFrancisco
g 2:2:: button t un these el ) <vis Deselect 4l ji:zzzj::
B e ek [E= ]
Riesuls from Amsterclam/COMP-DC.06 ceeds:
[y Wari [ Destination [Test [Time [ Fosut [ |
a8 Nami |42 SanFrancisco/COMP-DC-O3  IEMP Ping <10ms.  Success
a Marmi | €38 SanFiancisco/COMPDCOZ  LDAP Query <10ms. Success ! Aespanding
& Mami |3 SanFiancisco/CORP-OCOE  ICMF Fing 2 ms Sucoess rations Masters Differ
[%] Dom |  SanFrancisco/CORPDC0B  LDAP Query <10ms Success
Q Dom |3 SanFiancisco/ENGDCOT  IEMF Fing <10ms. Success
I Dom. |3 SarFiancisco/ENGDCOT  LDAP Quey <10ms. Success eeded
& Dom. |3 SanFiancisco/NORTHAM-.. ICMP Ping <10ms. Success
Q Mami |3 SanFiancisco/NORTHAM-.. LDAP Quey <10ms. Success ifvely Closed
Q Dom |3 SdnewCOMPDC0S ICMP Ping 22ms Success bing
A Dom |3 Syone/COMPOC 05 LDAF Quey 27 ms Sucoess ceeded
a Do, | Sydnep/CORPDCoT IEMP Ping <10ms. Success
Q Do, | Syeney/CORP-DC0T LDAP Guery <10ms. Success
@ Do |3 SycenNORTHAMDCDS  ICHP Ping <10ms. Success
£ o |8 syeNORTHAMDCS  LDAP Quey <10ms. Success
3 Tokyo/COMP-DC08 IEMF Fing <10ms. Success
[x] Dom 13 okyo/cOMP.DC08 LDAP Query <10ms Success f
Q Do |58 Tokyo/CORP-DC05 ICMP Ping <10ms Success '
8 Dom| |E ratminion e ne LA A Py o = |
Dom. P
Q Domain Convoler COMPDCZ 572372000 £0332 M Domain Contieler: Group Policy Dbject Inconsistert
& Domain Contioller NORTHAM-DC-03 9/7/2000 22340FM  Domain Contioler: Global Catalog Response Too Siow
? Domsin Contioller NORTHAM-DC-02 9/14/2000 %3303AM  Domain Contialer: DN Service Not Responding _'Ll
1 »

i

Figure 4 - DirectoryAnalyzer interactive troubleshooting capabilities
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Directory Browsing

Microsoft’s Active Directory management tools are excellent for day-to-day
administration of the directory. For example, when an administrator needs to
add a new user, the Active Directory Users and Computers snap-in is the
ideal solution. When it's time to create a new site, the Active Directory Sites
and Services Manager snap-in is the appropriate tool. Likewise, if schema
operations are required, the Schema Manager is the right snap-in. But
Microsoft does not offer a tool that provides a consolidated view of the entire
directory infrastructure, including detailed information about each critical
component, from domains to sites to DCs to DNS servers. DirectoryAnalyzer
is the only tool that manages Active Directory’s infrastructure as a single
entity across local and wide area links, providing a complete picture of the
Active Directory environment from one location. The details of Directory
Browsing are discussed further in the “DirectoryAnalyzer Client” section.

® Directoryanalyzer [LAZIO] =l®lx|

Fle View Go Alert Settings Enterprise Configuration Reports Troubleshoot  Options  Help

32| el=|
- Curent Aleits Naming Context Information DC Summary DNS Summary
Naming Context Aleits 3 Mumber of DE Servers ]
3 oy Replica Alets 4 Mised Mode: Yes
COMP-DC-02
DNS Server Alert 0 Operations Master Corsistent: N Detals
& oo T
8  compocog DL Server Alerts: 3
8  compocos
83 compocos -~ Operations Master
= NORTHAMERICA
MORTHAM-DC-01 Shema 1 perations Master Dioain Naming Operafions hzster
% MORTHAM-DC-02
B oRTHaM.0C PDC Operations Master: COMP-DE3 Infiastructure Dperations Master COMP-DC02
3 mwoRTHaM-DC-D4
pitipioivio RID Dperations Master: COMP-DCO3
B noRTHAM-DC-0B
= e
ENG-DC-01 Tt L
B CORPORATION
B corpocnl Domain Name - [ Felationship [Transive__| Direction M
& corrocm2 CORPORATION Tree Fioot Yo BiDirectional
CORP-DO.3 ENG Shertcut Yes Qulgaing Damain t
%@ micilsoft.com Non'Windows Kerberos Fieam No BiDirecional
§ CORP-DC.04 NETPRO Estemal No Bi-Directional
o core.ocos NORTHAMERICA Chid Yes 8i Direciional
3 coreDcas WHEN Child Yes BiDirectional
WHERE Chid Yes BiDirectional
WHY Tree Foot Yes BiDirectional
For Help, press F1 —
. . , . .
Figure5 - DirectoryAnalyzer’s Browse by Naming Context view
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DirectoryAnalyzer Benefits

Overview

DirectoryAnalyzer proactively monitors and troubleshoots Active Directory
so that administrators can deploy and manage Windows 2000 with
confidence. This section discusses some of the many benefits that
DirectoryAnalyzer provides to Active Directory administrators.

Ensures the Health of the Directory

From replication latency and replication topology problemsto high LDAP

loads and DNS inconsistencies, DirectoryAnalyzer alerts administrators
immediately to the problems they need to know about. Take DNS, for

instance. Asthe name location servicefor Active Directory, DNS uses

unique service location resource (SRV) records to articulate Active Directory
service information. If SRV records are inaccurate or missing, DNS will

point clients to the wrong location for a given resource. And that's only one
example. Replication also poses potential problems. If the directory isn’t
replicating properly, new or updated group policies won't replicate to the
domain controllers and users won'’t have access to new network resources
and applications. DirectoryAnalyzer’s proactive monitoring and alerting
capabilities ensure the health of the directory and provide vital peace of mind
to Active Directory administrators.

Delivers Early Warning of Directory Errors

DirectoryAnalyzer monitors and alerts on all conditions critical to Active
Directory. It dispatches the alerts at the first sign of trouble via SNMP traps,
to the NT Event Log and the DirectoryAnalyzer Client. With
DirectoryAnalyzer, administrators can set alert thresholds to meet the needs
of their own environments. And DirectoryAnalyzer enables administrators to
define two levels of alerts for each condition— warning and critical.
DirectoryAnalyzer provides early warning that an error condition has
occurred and may be escalating. It also tells the administrator the exact
location of the problem for fast, efficient resolution.
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Context-Sensitive Knowledge Base Provides Error

Resolution

DirectoryAnalyzer proactively notifies administrators of directory trouble —
and it goes a step further. DirectoryAnalyzer’'s comprehensive knowledge
base provides context-sensitive solutions to Active Directory problems. To
obtain answers to tough directory questions, administrators simply drill down
on a given alert to access expert advice from the knowledge base. The
product provides practical advice for both Active Directory experts and
novices.

Troubleshoot Domains, DCs and Sites

DirectoryAnalyzer helps to research specific issues with timesaving
troubleshooting tests that quickly perform in-depth diagnostic tests.
Administrators can test connectivity to Domain Controllers, domains and
sites, and quickly measure everything from IP ping-time results and server
status details to LDAP query time on all of the domain controllers. To
conduct similar tests manually, troubleshooting from many locations across
the network would be required. DirectoryAnalyzer troubleshoots problems in
minutes that would take hours to troubleshoot manually.

Centralizes Access to Directory Information

DirectoryAnalyzer displays a comprehensive, enterprise-level view of the
Active Directory infrastructure, identifying relationships and disclosing
detailed information about each component. When an administrator chooses
“Browse Directory by Naming Context,” for example, they will see details
on the Operations Master Roles, including the status of each and their
consistency across all servers from any DirectoryAnalyzer client in the
network. Or, when they select “Browse Directory by Site,” everything from
current alerts to inter-site connection and replication status is displayed.
DirectoryAnalyzer provides a view of Active Directory that is unavailable
from any other solution, allowing administrators to browse the entire
directory from a single location.
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Architecture

Goals

DirectoryAnalyzer was designed to provide a reliable, manageable, secure,
and scalable solution for monitoring Active Directory. DirectoryAnalyzer
was devel oped with three key architectural goalsin mind:

Directory Independence

DirectoryAnalyzer enables administrators to diagnose problems with Active
Directory. DirectoryAnalyzer must work even if Active Directory has
problems. For this reason, DirectoryAnalyzer does not use Active Directory
to store configuration information or to locate DirectoryAnalyzer services.

Minimal Network Traffic

To avoid adversdly affecting the performance of the network, the
DirectoryAnalyzer architecture provides for minimal communication,
particularly over WAN links.

Scalability

DirectoryAnalyzer monitors both small Active Directory installations with
only afew DCs, and large enterprise customers with hundreds or thousands
of servers distributed over many sites. To support all of these systems, the
DirectoryAnalyzer architecture limits the amount of CPU, memory, and
network bandwidth it uses to support networks of various sizes. And
DirectoryAnalyzer easily accommodates large networks, which are
inherently unreliable, with servers and network links going up and down.
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Building Blocks

The DirectoryAnalyzer architectureis comprised of four components:
Enterprise Agent, Site Agent, Domain Controller Agent (DC Agent), and
Client. DirectoryAnalyzer is designed to minimize network communication
traffic between components of the DirectoryAnalyzer system.

DC Agent — NT service that resides on each DC in Active
Directory. The DC Agent is charged with monitoring the local
DC for alert conditions and passing them on to the Site Agent.

Site Agent — NT service that resides on a one DC in each
Active Directory site. It is responsible for monitoring site-level
conditions and collecting alert conditions and information from
DC Agents to pass on to the Enterprise Agent.

Enterprise Agent — NT service that resides on a member
server in the enterprise. It is responsible for monitoring
domain/tree/forest-wide conditions and collecting alert
conditions and information from Site Agents in order to generate
notifications to administrators and display status to the client.

Client — 32-bit user interface for managing all aspects of the
DirectoryAnalyzer environment.

The following diagram depicts how these components fit together to
accomplish the task of monitoring Active Directory:

DC Agents Site Agents Enterprise DA Client
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Figure 6 - DirectoryAnalyzer agent architecture
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The DC Agent detects a threshold violation on the local DC.
The alert is passed on to that DC’s Site Agent.

The Site Agent aggregates alerts from all DC Agents that are in
its site.

The Site Agent passes the alerts on to the Enterprise Agent.

5. The Enterprise Agent sends out naotifications to appropriate
administrators based on notification configuration.

6. The Enterprise Agent presents a visual representation of the
alerts to the administrator via the DirectoryAnalyzer Client.

The above description represents the general flow of alert communications
throughout DirectoryAnalyzer. The path that is followed to generate an alert
is the same path that is used to clear an alert when the threshold is no longer
being violated. This is a simple example. However, even in complex
environments with many sites and levels of administration, the flow of
communication works the same way.

DC Agent

The DC Agent is an NT service that resides on each Windows 2000 Domain
Controller and is responsible for monitoring the activity of a single domain
controller. The DC Agent builds a partial model of Active Directory relevant
to the domain controller on which the DC Agent resides. It then monitors for
local Active Directory issues and generates alerts when conditions warrant
attention. The DC Agent is configured by its Site Agent, and communicates
only with the Site Agent as a general rule. The DC Agent:

* Monitors server performance counters, event log, registry, and
service status

* Monitors configuration and performance of the local copy of the
directory and associated services

» Performs local processing of server data to minimize network
traffic

» Detects alert conditions and other significant events on the local
Domain Controller
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Site Agent

The Site Agent isan NT service that resides on a single Windows 2000
domain controller within the Active Directory sitefor which it is responsible.
The Site Agent builds a partial model of Active Directory relevant toits site
and then analyzes that model to detect and alert on site-level Active
Directory issues. It communicates with the DC Agents in its siteand
configures those DC Agents, which monitor the other domain controllersin
itssite. The Site Agent passes its model information, as well as relevant
changes, events and alerts to requesting Enterprise Agents. The Site Agent
also:

» Configureslocal DC Agents
» Aggregates data from local DC Agents

» Detects site-specific alert conditions, e.g., too few Global
Catalogsin the site

* Buildsapartial model of Active Directory relevant to the site

Enterprise Agent

The Enterprise Agent isan NT service that runs on a Windows 2000 member
server or workstation in the enterprise. Based on modd information that is
received from each of the Site Agents, it builds an enterprise-level model of
Active Directory. The Enterprise Agent also:

» Detects domain/tree/forest-wide alert conditions, e.g., domain
replication latency too high

*  Communicates with Site Agents to build an enterprise model

» Generates SNMP trapsand NT Event Log entries for alerts
detected in the DirectoryAnalyzer system

* Services DirectoryAnalyzer Client requests

* Maintains DirectoryAnalyzer configuration and threshold
Settings

DirectoryAnalyzer’s architecture allows for multiple redundant Enterprise
Agents as an administrative option for fault tolerance. For more information
on fault tolerance, go to the section entitl€ault Tolerance.”

Client

The DirectoryAnalyzer Client is a Win32 application that provides a task-
oriented user interface to manage the DirectoryAnalyzer environment. The
client communicates with the Enterprise Agent.
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Agent Communications

The general rules for DirectoryAnalyzer communication are as follows:

» TheDirectoryAnalyzer Client only communicates with the
Enterprise Agent.

» TheEnterprise Agent communicates with all Site Agents for
which it is responsible, in order to build amodel of Active
Directory and receive aert information.

* The Site Agent communicates with all DC Agents for which it is
responsible, in order to configure them, build a partial model of
the Active Directory, and receive alert information.

» TheDC Agent isresponsiblefor asingle, specific domain
controller and communicates only with the Site Agent to provide
alert status information.

DirectoryAnalyzer uses an event-driven communication methodol ogy, which
means that agents do not poll each other to find out new information.

Instead, DirectoryAnalyzer uses a publish/subscribe model for
communicating events back and forth. And there are multiple
communications channels. The net result is that DirectoryAnalyzer isvery
efficient in its use of network resources to communi cate between agents.

(=== (===
4----------[ *..........\

DC Agent Site Agent Ent Agent

q Alerts Info
— + Model Data

s EELEL Config Data

ot

Figure 7 - Flow of DirectoryAnalyzer agent communications

Finally, DirectoryAnalyzer agents communicate via TCP over an
IANA-assigned, static |P port number so that thereis no guesswork in
opening up portsfor internally firewalled organizations.

Fault Tolerance

The DirectoryAnalyzer architecture provides a fault-tolerant environment for
monitoring Active Directory. Since DirectoryAnalyzer’s role is to make sure
that Active Directory is performing correctly, it is critical that
DirectoryAnalyzer detect agent communication problems and not have a
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single point of failure. To realizethis, DirectoryAnalyzer implements two
fault-tol erance measures:

1. Agent communications problem detection — On a regular
basis the various DirectoryAnalyzer agents verify that they can
still communicate with subordinate agents. If they can't, an alert
is escalated through the system. For example, if a DC Agent is
too slow to respond to a request from a Site Agent, an alert is
generated indicating that the DC Agent is not responding. The
same applies to Site Agent — Enterprise Agent communications.

x|

Domain Controller: DC Agent Mot Responding

Alert Set: The rezponge time of the Directompdnalyzer DC Agent on server
MORTHAM-DC-03 iz 2573 milizeconds, which equals or exceeds the threshald of
1000 milizeconds.

tare Info... I
4
Figure 8 - DirectoryAnalyzer can detect problems with its own agents

2. Enterprise Agent redundancy — The Enterprise Agent is a
key piece to the DirectoryAnalyzer puzzle. If there is only one
Enterprise Agent implemented in an environment and that
Enterprise Agent fails for any reason, the environment will be
oblivious to directory problems that might be happening. To
avoid this situation, DirectoryAnalyzer allows for redundant
Enterprise Agents to operate simultaneously. With this type of
implementation, even if one Enterprise Agent fails, others will
continue to receive alert information and provide notifications to
administrators. Enterprise Agent redundancy is implemented
“fully meshed” -- all Site Agents communicate with alll
Enterprise Agents. This means that there is no opportunity for
alert information to slip through the cracks. The following
diagram displays the redundancy architecture for Enterprise
Agents.

DC Agents Site Agents Enterprise Client

Figure 9 — DirectoryAnalyzer provides Enterprise Agent redundancy
capabilities
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DirectoryAnalyzer Client

Overview

The DirectoryAnalyzer client runson NT 4 or Windows 2000 and provides
the primary interface to all aspects of DirectoryAnalyzer. The
DirectoryAnalyzer client user interface enables the administrator to:

View current enterprise aerts
Obtain knowledge base information
Browse the directory structure

View detailed domain, site, domain controller and DNS
information

Troubleshoot the directory infrastructure
Configure alert thresholds and set/clear durations
Configure alert notification methods

The DirectoryAnalyzer client accomplishes five primary tasks:

View Status — Display current alerts and access knowledge
base information to assist in resolving directory problems

Browse directory — Navigate the directory hierarchy by
domain or by site and obtain vital information about the status of
all critical directory components

Troubleshoot — Perform interactive troubleshooting tests to
determine status of directory connectivity

Report — Specify and deliver alert history trending and analysis
reports

Configure — Set thresholds and set/clear durations for domain
controllers, domains and sites

Following is a detailed description of each of the client tasks.
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View Status

View Statusis the default screen displayed when the DirectoryAnalyzer
client islaunched. View Status provides the opportunity to view current
alerts within the enterprise monitored by DirectoryAnalyzer.

® Directoryanalyzer [LAZIO] =18l

Fle View Go Alert Settings Enterprise Configuration Reports Troubleshoot  Options  Help

32| el=|

Seveity | Type Subject Start Time: Description - /]
K Replica Configuration/NORTHAMDC-03  B/23/2000 350:42PM  Replica: Consecutive Fieplication Fallures Thieshold Exceeded -
oy Replica Configuralion/CORP-DC-06 8/23/2000 35453 M Replica: Conssoulive Replication Fallures Thieshold Exceeded
a2 Repica CORPORATION/CORP-DC06 8/23/2000 35308 PM  Replica: Conseculive Replication Failures Thieshold Exceeded
(%] Replica Configuration/COMP-DEI3 8/23/2000B5023PM  Replica: Consecutive Aeplication Failures Threshold Exceeded
& Narming Contest  CORPORATION 9/3/2000 10:0034 AM  Naming Contest: RID Dperations Master Not Fiesponding
Q Naming Contert  COMPANY 8/23/2000 £0332FM  Naming Contest: Fieplication Latency Thieshold Excesded
iy Waring Contest  CORPORATION 9/3/200010:00:34 8M  Naming Context PDC Operations Master Not Responding
A Narming Contest  COMPANY Naring Cortest PDC Dperations Master Inconsistent
e g
N nterprise Configuration Naming Cortext: Domain Naming and 5 chema Operations Masters Differ
(%] Domain Controller  COMP-DC-06 8/23/2000 £07:25PM  Domain Controler: Unable to Verity Trst
(%] Dormain Controller  COMP-DC02 £/23/2000 £0343PM  Domain Contioler: Uinable to Verify Trust
A Dormain Controller - NORTHAM-DC-03 9/15/2000 11:5210AM  Domeain Contioler: SHB Connections Threshold Exceeded
Iy Domain Contioller  NORTHAM-DC-05 9/7/200022340FM  Domain Contioler: RID Pool Below Thieshold
(%] Waring Contest  COMPAKY 6/23/2000 40332PM  Domain Controller: Replication Topology Not Transitively Closed
Q Dormain Controller ENG-DC-01 9/15/2000 11:5803AM  Domain Contioler: Fieplication Partner Net Fiespording
iy Domain Contioller - NORTHAM-DC-01 9/7/2000 45351 FM  Domain Contioler: Froperies Diopped Thieshold Excesded
Q Domain Controller - NORTHAM-DC-01 9/7/200022351 PM  Damain Controller: Page Fault Threshold Exceeded
[x] Domain Controller - NORTHAM-DC-03 9/15/2000 1:4008PM  Domain Controler: Not Fiesponding
[x] Dormain Controller - NORTHAM-DC-03 6/23/2000 40332 M Domain Contioler: LDAP Reesponse Too Slow
Q Domain Controller  CORP-DC-08 9/3/200010:00:31 A Domain Contioler: LDAP Response Too Slow
Q Domain Controller  NORTHAM-DC-03 9/15/2000 11:50:12AM  Domain Controler: LDAP Load Threshold Exceeded
[x] Domain Controller  COMP-DC-0G 6/23/2000 40236 PM  Damain Controller: Group Policy Dbiect Inconsistent
Q Dormain Controller - NORTHAM-DC-05 £/23/2000 £0240PM  Domain Contioler: Graup Policy Dbject Inconsistent
Q Domain Contioller  NORTHAM-DC.04 8/23/2000 £0308PM  Domain Contioler: Group Policy Dbject Inconsistent
Q Domain Controller  COMP-DC-02 6/23/2000 403:32PM  Domain Controller: Group Policy Dbiect Inconsistent
A Domain Controller - NORTHAM-DC-03 9/7/2000 22340PM  Domain Contiler: Global Catalog Fiespanse Too Slow
A Dormain Controller - NORTHAM-DC-02 9/14/2000 %3303 AM  Domain Contioler: NS Service Nt Riesponding |
Iy Domain Contioller  COMP-DC06 9/5/200010:0808AM  Domain Contioler: DNS Resolver Net Responding
[x] Domain Controller - CORP-DC-06 9/16/2000 34443PM  Domain Contioler: DNS Resolver Missing SRY Records
A Domain Controller  CORP-DC-03 6/28/2000 10:04:07 A Domain Contoler: DIT Log File Diskspace Below Threshold
A Dormain Controller - CORP-DC-03 6/26/2000 10:0407 AM  Demain Contioler: DIT Disk Space Below Thieshold
Q Domain Contioller  NORTHAM-DC-03 9/15/2000 11:50:12AM  Domain Contioler: DE: gent Not Responding

Domain Controller  CORP-DC-06 9/6/2000 1:00:31 PM_ Domain Contoller: CPU Load Threshold Exceeded _';I
Pl »
For Help, press F1 I I

Figure 10 - DirectoryAnalyzer Enterprise Current Alerts screen

Current Alerts

This screen displays all alerts that currently exist anywhere within the
administrator’s view of Active Directory. Following is a list of the
information provided for each alert:

» Alert Status — This can be warning or critical.

* Type - The type of alerted object, such as a haming context,

domain controller, etc.

» Subject — The subject of the alerted object, such as the name of

the domain controller or site that generated the alert.
» Start Time — When the alert threshold was exceeded.
» Description — Description of the actual alert.

For each alert that occurs, DirectoryAnalyzer provides access to a context-
sensitive knowledge base containing helpful information about the nature of

the problem and recommendations for how to resolve it.
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Browse Directory

Browse Directory provides a means for the administrator to navigate Active
Directory and obtain information about the different components of the
environment. The administrator can chooseto view Active Directory either
from a site view or adomain view.

& Directoryfnalyzer [LAZI0] =] x|
Flle View Go Alert Setings Enterprise Configuration Reports Troubleshoot  Options  Help
2| |+
St views = Curentélets | DCInformation | Repioatoninfomaton |
=] Amsterdam
B  comp-ocos Domain: NORTHAMERICA D54 Status: Fiunning
Hy  coreoc.o2
Alert Status:
3 rormaMDC GC Yes Criical
=] London Site: London
8  compoco2
5 comrocm Managed By: Sanjay Parthasarathy
5 EmEE ssge St
MexicoCly . .,
& Phosrisc DIT Disk Space Used EAES Physical Memory Used 7706%
COMP-DC-01 DIT Disk Space Available: 2087 ME Physical Memory Avalable: 29952 KB
% CORP-DC-04
NORTHAM.DC-02 55 Vol Space Llsed EAES CPU Load Average 234%
=] Sanfrancisca
€ cowoco SY8 Vol Space Avalable: 2087 MB RID Avalable: 1073724220
g corrocos LDAP Load 24800 RID Pool High 1073741823
8 mebem
3 NORTHAM-DC-08 LDAP Last Error i RID Pool Low: 17603
Seoul LDAPR T =73 SMB Connecti 18
SEE saney eponse Time msscs onnections;
@  compocos Cache Hit Rate: 100.00% Page Fault Rate: 13.42 per sec
B corp.Dct
3 NORTHaMDC.05 Agent Type: DC Agent Last Update Time: 5,04:20 PM
=] Tokya )
g cowscon Agent Versian 110132
H  corrocos
8  NORTHAM-DC-04
[~ Adapter Information
Dessoription © Domair A [ IPAddiesses | | MameServers |
3Cam EtherLink L 10/100 PCl Far C_nahamerica.co 208192125183 208.192.12565
I I

For Help, prass F1

Figure 11 - DirectoryAnalyzer provides detailed information on critical Active Directory
components

Thefollowing list details the types of information that can be displayed:

Naming Context Information — Provides information
specific to the selected naming context (e.g. domain operations
master status and consistency, domain trust list, etc.).

DC Information — Displays information specific to the sel ected
Domain Controller (e.g. domain that it maintains; site that it's a
member of; whether or not a copy of the global catalog is stored
on this domain controller; who its replication partners are; and
additional information about the current operational status of the
DC.)

DNS Information — Supplies information specific to the
selected DNS server (e.g. server status, zones the server is
authoritative for, whether or not they are primary, primary DNS
or secondary, etc.)

Site Information — Provides information specific to the
selected site (e.g. list of domain controllers, DNS servers and
global catalogs in the site, inter-site connections list, etc.)
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Troubleshooting

DirectoryAnalyzer provides specific, timesaving troubleshooting tests,
including: DC, domain and site connectivity tests. Due to the advanced,
distributed design of the DirectoryAnalyzer architecture, these
troubleshooting tests do not take up critical bandwidth across WAN links.
Some of the tools DirectoryAnalyzer provides are:

DC Connectivity Test

DC connectivity tests afford an in-depth look at potential connectivity
problems between selected domain controllers. DirectoryAnalyzer allows an
administrator to run avariety of interactive tests for the selected domain
controllers to determine important information, such as:

* |P ping response times
* DNS query responsetime
* LDAP query responsetime

3 Test Domain Controller Conneckivity

x|
The Daman Rarkeler | Souce: [ corPocos =l H

Troubleshooter tests the —

connectivity between the Destination -

Source D and the DCs B NORTHaM-DCM
selected (checked) in the @2 NORTHAM-DC02

Destination list box.
BB NORTHAM-DCO3 _ Sekctal |
Select the Start Test ™ DL
button ta run these tests. g Egglﬂimg Eg; Deselect Al |
B NORTHAM-DC-06 - Llose |

Besults from CORF-DC-05:

Destination < | Test | Time | Result | :I
@2 COMP-DC-03 DNS Querny <10 ms. Success

@ﬂ COMP-DC-03 ICMF Pitg <10 ma. Success

@2 COMP-DC-03 LDAP Query <10 ms. Success

B COMP-DC-04 ICMP Fing 16 ms. Success

B COMP-DC-04 LD&P Query <10 ms. Success

B COMP-DC-05 ICMP Fing < 10mz Success

B COMP-DC-05 LD&P Query <10 ms. Success

B COMP-DC-06 ICHP Fing <10 ms. Success

B COMP-DC-06 LDAP Queny < 10ms. Success

B ENG-DC-01 ICMP Fitg 28 ma. Success

B ENG-DC-M LDAP Query < 10ms. Success

B NORTHAM-DC-01 ICMP Ping <10 ma. Success

B NORTHAM-DC-01 LD&P Query <10 ms. Success

%NDHTHAM-DE-M DNS Quern <10 ms. Success |
ﬂﬁ NORTHAM-DC-02 ICMF Ping < 10 ms. Success

ﬂﬁ MNORTHAM-DC-02 LDAP Queny 27 ms. Success

@ NORTHaM-DC-03 ICHP Fing <10 ms. Success

@ NORTHAM-DC-03 LDAP Queny < 10ms. Success LI

4

Figure 12 - DC connectivity tests can tell how well domain controllers are communicating
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Domain Connectivity Test

Domain connectivity tests provide administrators the means to run interactive
tests against domains or sub-domains within Active Directory. Some of the
important tests that DirectoryAnalyzer runs include:

* |P connectivity to each Domain Controller in the domain

* |P connectivity to each DNS server that is authoritative for the
domain

* LDAP query responsetime for each Domain Controller in the
domain

* DNS query response time for each DNS server that is
authoritative for the domain

Site Connectivity Test

Site connectivity tests determine what response times are between domain
controllersin various sites. Site connectivity tests include the following:

* |P ping response times
* DNS query response times
* LDAP query responsetimes

3 Test Site Conneckivity

|
Trohe Stte Connectivly | goyrce: [J amsterdam/NORTHAMDC01 =l m
connectivity between the —
Source DC and all of the Destination
DCs in the sites selected O Ameterdam
[checked] in the il
Destination list box. Londan |
= Phoanis Select Al
Select the Start Test mEEE i
button ta un thess tests. gj;:;:nmsco Deselect Al |
Takyo LClose |
Results from Amzterdam/MNORTHAM-DC-01:
Diestination I Test I Time I Result I ;I
ﬁﬁ Phoenis/MORTHAM-DC-02 DS Guery <10 ms. Success
92 Phoeniz/NORTHAM-DC-02  ICMF Ping < 10 ms. Sucocess
92 Phoenix/MORTHAM-DC-02  LDAP Guery <10 ms. Success
ﬁg SanFrancizco/COMP-DC-03  DNS Gluery <10 ms. Success
SanFrancisco/COMP-DC-03  ICMP Ping 240 mz. Success
@2 SanFrancisco/COMP-DC-03  LDAP Query 16 ms. Success
B SanFrancieco/CORP-DC-06  ICMP Ping < 10 mez. Success
B SanFrancizco/CORP-DC-0E  LDAP Query <10 ms. Success
B SanFrancisco/ENG-DC-01 ICMP Ping < 10 maz. Success
B SanFrancizco/ENG-DC-01 LDAP Query 23 ms. Success
B SanFrancizco/MORTHAM-...  ICMP Ping 23 ms. Success
B SanFrancizco/MORTHAM- . LDAP Query < 10 ms. Success
B Tokyo/COMP-DC-04 ICHP Ping <10 ms. Success
B Tokyo/COMP-DC-04 LDAP Query <10 ms. Success
@ Tokyo/CORP-DC-05 ICHP Ping <10 ms. Success
@ Tokpo/CORP-DC-05 LD&AP Query < 10 ms. Success L
B Tokyo/NORTHAM-DC-04 ICHP Ping <10 ms. Success
Tmlenm MIODTU AR T D14 L PAD Mamen o AN e Covmmmmin, LI

4

Figure 13 - Ste connectivity tests provide interactive feedback on response times to various
tests between sites
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Alert History Reports

DirectoryAnalyzer logs all alert activity, such as alert generation, alert
escalation and alert clearing, in an alert history database that is stored on the
Enterprise Agent. The purpose of this database is to provide administrators
with the opportunity to trend and analyze their Active Directory alerts over
time. With this capability, potential trouble spots can be identified early and
action may be taken to remedy the problem before a crisis occurs. Through
the DirectoryAnalyzer Client, administrators can specify the reports to be
generated and can then save them to various file formats and/or deliver them
to various locations via MAPI mail or Exchange Folders.

Following are the various formats that reports can be saved to:
* Excd
e HTML
« DHTML
« RTF
Following are the destinations to which reports can be sent:
* Application
* File
»  Exchange Folder
e Microsoft Mail (MAPI)

Alerts =] x|
4 4 10f6 > Hon |G &S |[0x <]| Toaons 1002 204 of 204

Alert History from 12/1/99 5:13 am to 9720700 3:13pm 9/19/2000 3:13 pm
Severit Alert Name Subject Start Time End Time

Critical DC: LDAP Response Too Slow CORP-DC-06 12/1/99 S:13am  12/1/1999 5:18 am
Critical D&P Response Too Slow CORP-DC-06 12/1/99 S:18 am  7/19/2000 4:52 pm
Critical D&P Response Tao Slow CORP-DC-06 7/19/00 4:52pm  B/11/2000 8:25 pm
Critical DC: LDAP Response Tao Slow CORP-DC-06 8/11/00 2:25pm  8/11/2000 .25 pm
Critical DC: LDAP Respanse Tao Slow CORP-DC-06 8/11/00 8:25pm  9/3/2000 10:00 am
Warning  NC: RID Operations Master Mot Responding CORPORATION 8/11/00 8:25 pm  9/3/2000 10:00 am
Warning  Replica: Consecutive Replication Failures Threshold Exceeds ENG/ENG-DC-01 8/23/00 3:50pm - nfa -

warning  Replica: Consecutive Replication Failures Threshold Exceeds Configuration/ENG-DC-01  8/23/00 3:50pm - n/

warning  Replica: Consecutive Replication Failures Threshold Excesds Corfiguration/NORTHAM-D  8/23/00 3:50 pm - nfa -

Warning  Replica: Comsecutive Replication Failures Threshold Exceede Configuratiory CORP-DC-0S 8/23/00 3:51pm - -

Warning  Replica: Consecutive Replication Failures Threshald Exceed:s Configurationy CORP-DC-06  8/23/00 3:52 pm  8/23/2000 3:54 pm
Critical Replica: Consecutive Replication Fal_ x[|/23/00 353pm - nfa -

Critical Replica: Consecutive Replication Fai /23/00 353pm  —nja -

Critical Replica: Consecutive Replication Fai Fomat /23/00 3:53pm - nja -
Critical Replica: Consecutive Replication Fai W /23/00 3:53 pm B8/23/2000 &:50 pm
Wwarning  Replica: Consecutive Replication Fai = Cancel /23/00 3:54pm - -

Critical Replica: Consecutive Replication Fai  Destination, /23/00 357 pm

Critical Replica: Consecutive Replication Fai = /23/00 3:57 pm

Warning  Replica: Consecutive Replication Fai = /23/00 3:59 pm

Critical DC: Group Policy Ohject Inconsister, 23/00 4:02 pm

Critical  DC: Group Policy Object Inconsistent COMP-DC-03 8/23/00 4:02 pm

Critical DC: Group Policy Object Inconsistent MORTHAM-DC-06 8/23/00 402 pm

Critical DC: Unable to Verify Trust COMP-DC-03 8/23/00 4:03 pm

Critical DC: Group Palicy Chject Inconsistent NCORTHAM-DC-04 8/23/00 4:03 pm

Critical DC: LDAP Load Threshold Exceeded HORTHAM-DC-03 8/23/00 4:03 pm

Critical DC: LDAP Response Too Slow HORTHAM-DC-03 8/23/00 4:03 pm

Critical HC: Replication Topology Mot Trasitively Clazed COMPAMY 8/23/00 403 pm

Critical NC: Replication Latency Threshold Exceeded COMPANY 8/23/00 403 pm

Critical DC: Group Palicy Ohject Inconsistent COMP-DC-D2 8/23/00 4:03 pm

Critical DC: Unable to Verify Trust COMP-DC-05 8/23/00 4:07 pm

Criticall  DC: Unable to Varify Trust COMP-DC-06 B8/23/00 4:07 pm

Critical  DC: Unable to Varify Trust COMP-DC-04 8/23/00 4:08 pm

Critical DC: Unable to verify Trust COMP-DC-02 8/23/00 4:08 pm

Critical DC: Unable to Verify Trust COMP-DC-01 8/23/00 4:09 pm -

Critical DC: Mot Responding MORTHAM-DC-01 8/23/00 S:05pm 8/23/2000 5:06 pm
Warning  DC: Not Responding NORTHAM-DC-01 8/23/00 S:06 pm  9/1/2000 12:25 pm
Critical Replica: Consecutive Replication Failures Threshold Exceede Corfiguration/COMP-DC-03 8/23/00 6:50pm  — n/a —

Figure 14 - DirectoryAnalyzer reporting capabilities allow reports to be exported and
dedlivered to many destinations.
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Configuration

The configuration areais where DirectoryAnalyzer aerts can be customized
and configured for specific Active Directory environments. The components
of DirectoryAnalyzer that can be configured are as follows:

* Thresholds — DirectoryAnalyzer alerts have two levels of
severity: warning and critical. When a situation escalates, a
warning alert will be generated, indicating that a lower-level
threshold has been crossed. As the severity of the error
condition increases, a critical alert is generated, indicating that
the higher-level threshold was crossed. A number of attributes
can be customized for each of these levels, including the
threshold value, duration before an alert occurs, and the duration
before an alert clears.

& Directoryanalyzer [LAZI0] & x|
Flle View Go Alert Setings Enterprise Configuration Reports Troubleshoot  Options  Help
32| el=|
~ ~ AN ~
Co: HAM-DC-02
Hierarchicai NC view Configure DC Alerts | Configuie D Sampling Rate Seftings |
B CoMPaNy
B compocon
% COMP-DC-02 S| Enabled| Dessiiption - [wr_[sew [sBwC[CT SBC | SBCC M
COMP-DC-03 L DC Agent Not Responding 500 120 120 000 300 300 -
g cowncos o v DL Cache Hits Ed k) ] 15 £0 £0
8  compocos L
5 comrncos M j
= MORTHAMERICA o
NORTHAM-DC-01 e
ORTHAN-DC-02] LI
B rommanocs - DI Propeties Dropped W ®» W W B
ropetties Droppe
3 moRTHamDC.04 .V DCRID Pool Low 10 120 120§ 120 1
3 moRHamocos * DL SME Connections 10 60 50 20 =] 50
3 NORTHam-DC-08 o v D 5YSYOL Disk Space 3m & 60 000 0 300
=2 e > v DS Bad IP Address WA B0 B0 N/ 800 300
[ > v DNS Not Responding 45 600 B 45 [0 900
o v DNS Net Running WA BDD BOD N/ 800 800
=) corroraTON o v DNS Fesolver Missing SRV Flecords  NJA 120 120 Ni& 300 300 -
B corrDCm
& corrDcm2
CORP-DC-03 This alert indicates that the response time of the domain controller to an More Inf | Reset To Defaut
%ﬂ CORP-DC.04 LDAP request equals or exceeds the defined threshold oenh preseoh R
@ core.oc0s ® = Default Enterpiise Setting
CORP-DC-06
] v =Object Setting
~ Configur
¥ Aleit Enabled Set
Thieshokd Sec, before wam Sec. before clear
\Warring EDDj miliseconds 3nnﬁ annj
Criical Jo00 ! E| 300 =1
=] miliseconds = =
For Help, press F1

Figure 15 - DirectoryAnalyzer alert conditions can betailored and customized to
any Active Directory environment

» Sampling Rates — DC Agents and Site Agents in the
DirectoryAnalyzer architecture gather information regularly
from the domain controller on which they reside. Allowing the
configuration of sampling rates provides an administrator with
the ability to tune how often new information is “mined.” If
there is a need to use less CPU or transmit data less frequently
from a domain controller, tuning the sampling rates can provide
that capability. One note of caution, though, the less frequent
new information is gathered about the directory’s reliability, the
less capable the DirectoryAnalyzer system will be to detect
Active Directory problems.
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For More Information

Contact NetPro

For the latest information on DirectoryAnalyzer for Microsoft Active
Directory, check out our web site at:
http://www.netpro.com/DirectoryAnalyzer
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Glossary of Terms

DC Agent

An NT servicethat runs on each Domain Controller within Active Directory
and does the bulk of the monitoring work. The DC Agent detects alert
conditions and passes them on to the Site Agent.

DirectoryAnalyzer Client
The user interface for managing all aspects of DirectoryAnalyzer.

DNS

Domain Naming System — A distributed namespace used on the Internet to
resolve computer and service names to IP addresses and vice versa. Active
Directory uses DNS for its location service.

Domain

A domain is a partition of the directory namespace that can be replicated to
multiple domain controllers. A domain is the security boundary and unit of
replication within Active Directory.

Domain controller

A Windows 2000 server that contains a replica of a given Active Directory
domain.

Enterprise (a.k.a. Forest)

A collection of one or more domains organized as peers, sharing a common
schema, configuration and global catalog.

Enterprise Agent

An NT service that runs on a member server. The Enterprise Agent
communicates with Site Agents to build model of the directory. The
Enterprise Agent services client requests. It also maintains
DirectoryAnalyzer configuration and threshold settings.

Global Catalog

A Domain Controller within Active Directory that contains a partial replica
of every name context in the directory. It contains the schema and
configuration naming contexts as well.
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Namespace
Any bounded area in which a given name can be resolved.

Schema

Theformal definition of all object types that can be stored in the directory
and their associated attributes.

Site

A location within a network that contains Active Directory servers, as
defined by one or more TCP/IP subnets. Sites define the Active Directory
replication topol ogy.

Site Agent

The Site Agent manages and configures DC Agentsin a particular site and
builds a partial model of the directory. The Site Agent passes its model, as
well asrelevant changes, events and alerts to requesting Enterprise Agents.

Tree
A hierarchical structure of domains that form a contiguous namespace.
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